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Abstract

Thispaperintroducesa numberof general methodsfor
visualizingcommonalityin setsof text files.Each visualiza-
tion simultaneouslycomparesonefile in thesetto all other
files in theset.Thesevisualizations,which canbecomput-
edin O

�����
timeandspace, are explainedandthenapplied

to the problemof detectingplagiarism in large computer
scienceclasses.A casestudyis presentedandsamplevisu-
alizationsare provided.Finally, a new interactivetool that
canbeusedto produceandmanipulatethesevisualizations
is presented.

1. Introduction

Computerscienceinstructorsusuallyrequirestudentsto
write theirprogramsindependently. Therefore,any nontriv-
ial programmingassignmentshouldproducea numberof
uniquesolutionsequalto thenumberof studentssubmitting
programs.Unfortunately, somestudentsmight not observe
the rulesregardingplagiarism,andcopy all or part of an-
otherstudent’sprogramandsubmitit astheirown work. To
reducethechanceof beingdetected,they sometimeschange
thenamesof variablesor makeothercosmeticchanges,but
often, in large classeswherethe perceived probability of
detectionis low, they makeonly themostminoralterations.
Perhapsif betterdetectiontechniqueswere available this
typeof plagiarismcouldbeeffectively deterred.

Thispaperdescribestheproductionof visualizationsthat
show how similar one file is to the other files in a set of
files. When applied to plagiarismdetection,they shows
how similar onestudent’s programis to all the otherpro-
gramssubmitted. These“one-to-many” file visualizations
canbecomputedin O

�����
time. To seehow every file in a

setcomparesto every otherfile in a setrequires
�

suchvi-
sualizations,ratherthanthe O

�������
operationsrequiredfor

pairwisecomparison.While thesemethodsareparticular-
ly well suitedto plagiarismdetection,they arenot limited

to thatapplication,andrepresenta generalmethodfor per-
forming one-to-many comparisonsamongtext files.

Visualizationis especiallyappropriatefor plagiarismde-
tection becausea high level of similarity betweendocu-
mentscan be causedby factorsother than cheating. So
plagiarismdetectiongenerallyrequirestwo steps.Thefirst
stepis to identify suspiciousprograms,andthesecondstep
is to examinesectionsthataresimilar.

2. The Categorical Patterngram (CP)

In plagiarismdetection,weareattemptingto identify se-
quencesof charactersthatarepresentin morethanonepro-
gram.Wedefine	 astheminimumsequencelengthof inter-
est. Every 	 -lengthcharactersequencedefinesan n-gram.


-gramsare the sequencesof
�

charactersthat exist in a
text file. For example,thefirst

�
-gramsof lengththreein a

programthatstartswith theword “begin”, are“beg,” “egi,”
and“gin.” We do not includespaces,carriagereturns,tabs,
or othernon-printablecharactersin our

�
-grams.

Thesinglefile in a one-to-many comparisonwill be re-
ferred to as the basefile. The entire setof files involved
in the comparisonwill be referredto asthe ensemble[2].
We definea categorical patterngram [9] asa visualization
that displays,for eachcharacterposition � in the the base
file, thenumberof ensemblefiles thatcontainthe 	 -length�

-gram that begins at that position. A point is plotted at
coordinate

� �
��� � if the 	 -length
�

-grambeginningat char-
acterposition � in thebasefile occursat any locationin �
filesof theensemble.

2.1. A Toy Example

Supposethat we have three files that contain text as
shown in Figures1, 2, and3. A patterngramthatusesToy
File 0 asa basefile is shown in Figure4. Thepointsin the
graphhave beenlabeledwith the correspondinglettersin
thefiles. This is doneonly asanaid to understandinghow



Toy0: This is a test.

Figure 1. Toy File 0

Toy1: Ohyes.This is a testtoo.

Figure 2. Toy File 1

Toy2: Toy2 haslittle in commonwith the other two.
This is common.

Figure 3. Toy File 2
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Figure 4. Patterngram of Toy File 0

thegraphis generated.In realdatathepointsaretypically
muchtoo denseto allow this typeof annotation.

Thecategoricalpatterngramfor Toy File 0 shown in Fig-
ure 4 depictsthe one-to-many comparisonof Toy File 0
to Toy File 1 andToy File 2. The first five charactersin
Toy File 0 producefive dots at � -coordinateone because
the basefile

�
-grams“Toy0,” “oy0:,” “y0:T,” “0:Thi,” and

“:This” do not occurin theothertwo files. Thesixth, sev-
enth,andeighthcharacters(plottedat � -coordinates5, 6,
and7, respectively)producepointsat � -coordinatethreebe-
causethe

�
-gramsthat are initiated with thosecharacters,

“This,” “hisi,” and“isis,” occurin all threefiles. Characters
eightthroughtwelveeachinitiate

�
-gramsthatoccurin one

other file – in this caseToy File 1, so they are plotted at
� -coordinatetwo. The remainingcharactersbelongto se-
quencesthatdonotoccurin theotherfilesandaretherefore
plottedat � -coordinateone.

In real applicationsthe sequencelengthsof interestare
typically longerthanfour characters.In addition,the files
are typically madeup of thousandsof characters,so it is
not possibleto labeleachpoint with its correspondinglet-
ter. However, thesegraphsare designedsimply to show
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Figure 5. CCP of Toy File 0

whetheror not similaritiesexist. Anothertechniquewill be
describedin section5 that shows the

�
-gramsthat corre-

spondto thesimilaritiesdisplayedin thepatterngram.

Thefollowing noteshighlightsomeimportantcharacter-
isticsof theCategoricalPatterngram(CP).

1. The
�

-gramsthatareuniqueto thebasefile areplotted
at � -coordinateone.

2. N-gramsin thebasefile thatarecommonto many oth-
erfilesareplottedwith alarge � -coordinate.In plagia-
rism detection,these

�
-gramscorrespondto character

sequencesthatnaturallyoccurfrequentlywithout any
collaborationbetweenstudents.

3. The sequencesthat may be indicationsof plagiaris-
m areindicatedby pointsthat have a relatively smal-
l � -coordinategreaterthanone. The valueof the � -
coordinateprovides the viewer with an indication of
wherethe

�
-gramoccursin thebasefile. Thelocation

of the
�

-gramin theotherensemblefiles is unavailable
in thisvisualization.

Perhapsthe most importantinformationin the graphis
providedby thepresenceor absenceof clustersof horizon-
tally contiguouspoints. For example,a contiguoussection
of pointsplottedat ����� indicatesa sectionof codethat
is unique– a sectionwherethe majority of the pointsare
plottedat ����� is alsoa goodindicationof independent-
ly developedcode,particularlywhenthevaluesthatarenot
at ����� have relatively high � -coordinates.However, the
absenceof pointsat � -coordinateonefor anextendedsec-
tion is a good indicationof plagiarism. The dominant � -
coordinatein sucha sectionoften indicatesthe numberof
collaboratorsinvolved.



3. The Composite Categorical Patterngram

Thecategoricalpatterngramdefinedin theprevioussec-
tion shows thedegreeof similarity thatexistsbetweenone
file andtherestof theensembleof files. Thevisualization
presentedin this section,which we call thecompositecat-
egorical patterngram (CCP), shows which particularfiles
aresimilar.

Eachfile is assigneda numberin the range � ��� ��� ��� ,
where

�
is thenumberof files in the ensemble.A point is

plottedat ( � ,� ) if the 	 -length
�

-grambeginningat � in the
basefile occursoneor moretimesin file � .

Figures5, shows the CCP for the Toy Files usingToy
File 0 asthebasefile.

Thefollowing noteshighlightsomeimportantcharacter-
isticsof theCompositeCategoricalPatterngram(CCP).

1. Eachof thefiles in theensembleis assigneda unique
integer value which is usedas a � -coordinatein the
graph.A point is plottedat the � -coordinateassociated
with the basefile for every characterin the basefile.
Thisusuallyappearsasa horizontalline.

2. If a uniquesequenceexists in thebasefile, extending
from characternumber � to characternumber , then
all thepointsplottedin theinterval � �!� �  � 	 � � will be
at the � -coordinateassociatedwith thebasefile.

3. If asequencein thebasefile interval � �!� �  � 	 � � match-
esasequenceanywherein file " , then

�  � 	 � ��#$� �
pointswill beplottedat � -coordinate" in theinterval
� �!� �  � 	 � � . This meansthat therewill bepointsplot-
tedat the � -coordinateassociatedwith a matchingfile
at the � -coordinatesassociatedwith the matchin the
basefile.

4. If a sequencein thebasefile matchesmultiple files in
the dataset, thenpointswill be plotted at the multi-
ple � -coordinatesassociatedwith the matchingfiles.
Thesepoints will be plotted in the � interval corre-
spondingto thepositionof thematching

�
-gramin the

basefile.

4. Creating the Patterngram

A memory-efficient algorithmthat canbe usedto pro-
ducethe patterngramandthe compositepatterngramuses
a hashfunction to map the

�
-gramsto integers,and then

usesa hashtableto recordthe numberof occurrencesand
file id’sof each	 -length

�
-gramcontainedin theensemble.

Becauseastringtableis usedto holdall thefilesin memory,
the memoryrequirementfor the hashtableis independen-
t of 	 , andthetotal memoryrequirementis proportionalto�

, where
�

is thetotal numberof charactersin all thefiles.

Additionally, theuseof recursivehashingby cyclic polyno-
mials[4], providesaconstanthashingtimeregardlessof the
sizeof 	 . In practicewe have found the memoryrequire-
mentfor thealgorithmsto beapproximatelytentimeslarger
than the memoryrequiredto storeall the files in memo-
ry. Usingthisalgorithm,anaveragePentium-classmachine
canproduceall thepatterngramsfor programsin anaverage
computerscienceclassin just a few seconds.

5. Pattern Text View

Thepatterntext viewprovidesanadditionalmany-to-one
visualizationfor text files. It formatsthetext from thebase
file sothateachcharacterthatbeginsanon-uniquesequence
is highlighted,eitherusinganunderlinedfontor usinganal-
ternative font color. Thetext view hasasimplerelationship
to the patterngram.If the valueof the � -coordinatecorre-
spondingto the 	 -length

�
-grambeginningat thatcharacter

is one, then the characteris not highlighted. If the corre-
sponding� -coordinateis greaterthanone,thenthecharac-
ter is highlighted. Thus,lettersbeginningunique

�
-grams

aredistinctfrom lettersbeginningnon-unique
�

-grams.

6. Changing Variable Names

Sometimesstudentswill changethevariablenamesin a
programin anattemptto maskplagiarizedcode.This tech-
niquewill reducetheefficacy of thepatterngrams,but will
not eliminate it altogether. However, the effects of vari-
able namechangescan be defeatedthroughthe insertion
of a simplepreprocessingstepknown astokenization. The
tokenizationconvertsall thealphanumericstringsin a pro-
graminto singlecharacters.Thespecialcharacters,which
includeeverythingotherthanthealphanumericcharacters,
are left unaffected. This producesthreeeffects. The first
is that two files that containthe sameprogramswith dif-
ferentvariablenameswill produceidenticalpatterngrams.
Thesecondeffect is a reductionin thesizeof the dataset.
The third effect is that theensemblebecomesmorehomo-
geneous,soanincreasein 	 will probablybejustified.The
resultsof our casestudyseemto indicatethat this transfor-
mationhaslittle adverseeffectonthevisualizationsandhas
all thepositiveeffectsdescribed.

7. A Case Study

A casestudywasperformedto seeif thesevisualization
methodscouldbesuccessfullyappliedin a classroomsitu-
ation. Thestudentshadbeenprovidedwith a smallsample
programandaskedto expandit. Thesampleprogramcon-
tainedapproximately30 lines of code. The averagecom-
pletedprogramwaslessthan150lines.Studentssubmitted



their programsvia email, andeachprogramreceived was
assignedasequentialsubmissionnumber.

7.1. Typical Graphs

Figure6 shows the patterngram
� 	%�&�'� � for submis-

sionnumber23. Themajorityof thepointsareplottedat � -
coordinateone,indicatingthatmostof theten-characterse-
quencesin this file areuniqueto this file. Therearea num-
berof pointsplottedat � -coordinatetwo, but thesearerel-
atively evenly distributed.Because

�
-gramsthatoccurfre-

quentlyarenot of interesthere,all pointswith
� ��()�*�'� �

areplottedat
� �$�+�,� � . This providesa bettervisualiza-

tion of thepointsin theinterval 1 to 10,which is thecritical
rangein this application. This graphis typical of a graph
associatedwith a programthatwaswritten independently.

TheCCP
� 	-�.�'� � for submissionnumber23 is shown

in Figure7. Thesolidhorizontalline formedby contiguous
dotsat �/�%021 is presentbecauseall the

�
-gramsin submis-

sion 23 mustof courseexist in submission23. CCPswill
alwayshave a horizontalline of pointsat the � -coordinate
correspondingto thefile whose

�
-gramsareusedastheba-

sis for the graph. Figure 7 also shows a large numberof
pointsplottedin therange�3�4� to �5�768�8� . Thesepoints
correspondto the charactersin the email messageheader.
Theheaderscontainmany of thesamewordsandphrases,
althoughthe headersarenot identical. The effectsof the
headersarevisible in all the CCPsin this dataset. There
areotherplaces,suchasnear ���.9:�;� , wherea particular�

-gramfrom submission23is foundto bepresentin virtual-
ly all of thegraphs.Thesematchesarecausedby common
words or phraseswhich naturally occur in independently
developedprogramsor by the sampleprogramthat the in-
structorprovided.Color hasbeenaddedto thethedisplays
to distinguishbetweenthe basefile (blue), the infrequent-
ly matched

�
-grams(red),andfrequentlymatched

�
-grams

(green).

7.2. Submissions Showing Collaboration

Figures8 and9 show the CP andCCPfor submission
number45. This programis nearlyidenticalto submission
number44,which wassubmittedby adifferentauthor. The
nearlysolid lines in the CCPfrom near �<���,62�;� to near
�4�=0868�8� area clear indication that the codesectionsof
thesetwo programsarethesame.

While theplagiarismin Figures8 and9 is quiteblatan-
t, severalmoresubtleinstancesof plagiarism,suchasthat
shown in Figure10 werealsodetected.

To further investigatethe efficacy of this approach,we
conducteda numberof experimentsin which we tried to
copy a programfrom theoriginal submissionsanddisguise
its presence.We madecopiesandchangedall thevariable
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Figure 6. Patterngram of Submission 23
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Figure 7. CCP of Submission 23
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Figure 8. Patterngram of Submission 45
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Figure 9. CCP of Submission 45
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Figure 10. CCP of Submission 22

names,we madecopiesandreversedall the lines,we even
copiedasfew asfivelinesfrom oneprogramto another. All
of theseattemptswerevisible in ourgraphs.

8. Status and Future Directions

We have incorporatedall thevisualizationspresentedin
this paperinto CHITRA, a Unix-basedtool originally de-
signedto analyzecomputerandnetwork performanceda-
ta and,morerecently, into an interactive tool calledSame,
which runs under Windows98 or WindowsNT. For more
information,or to downloadthis software,visit http://lasi-
/lynchburg.edu/riblerr/public/same.

We are currently investigating other applications in
which the patterngramsmight be useful. Theseinclude
softwareconfigurationmanagement(visualizinghow a file
changesacrossversions),geneticalgorithms(visualizing
how a populationof genesconverge),andcomputerperfor-
manceanalysis(detectingandidentifyingcyclic behavior).
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