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Abstract

This paperintroducesa numberof general methodsor
visualizingcommonalityin setsof text files. Eacdh visualiza-
tion simultaneouslgompaesonefile in the setto all other
filesin the set. Thesevisualizationswhich can be comput-
edin O(n) time andspace are explainedand thenapplied
to the problemof detectingplagiarism in large computer
scienceclassesA casestudyis presentecaind samplevisu-
alizationsare provided. Finally, a new interactivetool that
canbeusedto produceand manipulatethesevisualizations
is presented.

1. Introduction

Computersciencanstructorsusuallyrequirestudentgo
write their programsndependentlyTherefore any nontriv-
ial programmingassignmenshould producea numberof
uniguesolutionsequalto thenumberof studentsubmitting
programs.Unfortunately somestudentanight not obsene
the rulesregardingplagiarism,and copy all or partof an-
otherstudents programandsubmitit astheirown work. To
reducehechanceof beingdetectedthey sometimeghange
thenameof variablesor make othercosmeticchangesbut
often, in large classesvherethe perceved probability of
detectionis low, they make only themostminor alterations.
Perhapsf betterdetectiontechniqueswere available this
type of plagiarismcouldbe effectively deterred.

Thispaperdescribesheproductionof visualizationghat
shov how similar onefile is to the otherfiles in a set of
files. When appliedto plagiarismdetection,they showvs
how similar one students programis to all the other pro-
gramssubmitted. These“one-to-mary” file visualizations
canbe computedn O(n) time. To seehow everyfile in a
setcomparego every otherfile in a setrequiresn suchvi-
sualizationsyatherthanthe O(n?) operationsequiredfor
pairwisecomparison.While thesemethodsare particular
ly well suitedto plagiarismdetection they arenot limited
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to thatapplication,andrepresent generaimethodfor per
forming one-to-magy comparisongmongtext files.

Visualizationis especiallyappropriatdor plagiarismde-
tection becausea high level of similarity betweendocu-
mentscan be causedby factorsother than cheating. So
plagiarismdetectiongenerallyrequirestwo steps.Thefirst
stepis to identify suspiciougprogramsandthe secondstep
is to examinesectionghataresimilar.

2. The Categorical Patterngram (CP)

In plagiarismdetectionwe areattemptingto identify se-
quence®f charactershatarepresenin morethanonepro-
gram.We definek astheminimumsequencé&ngthof inter-
est. Every k-lengthcharactesequencelefinesan n-gram
N-gramsarethe sequencesf n characterghat exist in a
text file. For examplethefirst n-gramsof lengththreein a
programthatstartswith theword “begin”, are“beg,” “egi,”
and“gin.” We do notincludespacescarriagereturns tabs,
or othernon-printablecharactersn our n-grams.

The singlefile in a one-to-magy comparisorwill bere-
ferredto asthe basefile. The entire setof files involved
in the comparisorwill be referredto asthe ensembld?2].
We definea categorical patterngam[9] asa visualization
that displays,for eachcharactempositionz in the the base
file, the numberof ensembldiles that containthe k-length
n-gram that begins at that position. A point is plotted at
coordinate(z, y) if the k-lengthn-grambeginningat char
acterpositionz in the basefile occursat ary locationin y
files of theensemble.

2.1. A Toy Example

Supposethat we have three files that contain text as
shavn in Figuresl, 2, and3. A patterngranthat usesToy
File 0 asa basefile is shovn in Figure4. The pointsin the
graphhave beenlabeledwith the correspondindettersin
thefiles. Thisis doneonly asanaid to understandindgnow



‘ ToyO: Thisis atest. ‘

Figure 1. Toy File O

‘ Toyl: Ohyes.Thisis atesttoo. ‘

Figure 2. Toy File 1

Toy2: Toy2 haslittle in commonwith the othertwo.
Thisis common.

Figure 3. Toy File 2

Categorical Patterngram (Sequence Length = 4)
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Figure 4. Patterngram of Toy File O

the graphis generatedln real datathe pointsaretypically
muchtoo denseo allow this type of annotation.

Thecatayoricalpatterngranior Toy File 0 shavnin Fig-
ure 4 depictsthe one-to-mag comparisonof Toy File O
to Toy File 1 and Toy File 2. The first five charactersn
Toy File 0 producefive dots at y-coordinateone because
the basefile n-grams“Toy0,” “oy0:,” “y0:T,” “0:Thi,” and
“:This” do not occurin the othertwo files. The sixth, sev-
enth, and eighth charactergplotted at z-coordinatess, 6,
and7, respectiely) producepointsaty-coordinatehreebe-
causethe n-gramsthat are initiated with thosecharacters,
“This,” “hisi,” and"isis,” occurin all threefiles. Characters
eightthroughtwelve eachinitiate n-gramsthatoccurin one
otherfile — in this caseToy File 1, sothey are plotted at
y-coordinatetwo. The remainingcharactersdelongto se-
quenceshatdo notoccurin theotherfilesandaretherefore
plottedat y-coordinateone.

In real applicationsthe sequencéengthsof interestare
typically longerthanfour characters.In addition,the files
are typically madeup of thousandof characterssoit is
not possibleto label eachpoint with its correspondingdet-
ter. However, thesegraphsare designedsimply to show

Composite Categorical Patterngram (Sequence Length = 4)
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Figure 5. CCP of Toy File O

whetheror not similaritiesexist. Anothertechniquewill be
describedn section5 that shows the n-gramsthat corre-
spondto the similaritiesdisplayedn the patterngram.

Thefollowing noteshighlightsomeimportantcharacter
istics of the Categorical Patterngran{CP).

1. Then-gramsthatareuniqueto thebasefile areplotted
aty-coordinateone.

2. N-gramsin thebasefile thatarecommonto mary oth-
erfilesareplottedwith alargey-coordinateIn plagia-
rism detection thesen-gramscorrespondo character
sequencethat naturallyoccurfrequentlywithout any
collaborationbetweerstudents.

3. The sequenceshat may be indicationsof plagiaris-
m areindicatedby pointsthat have a relatively smal-
| y-coordinategreaterthanone. The value of the z-
coordinateprovides the viewer with an indication of
wherethen-gramoccursin the basefile. Thelocation
of then-gramin theotherensembldilesis unavailable
in thisvisualization.

Perhapghe mostimportantinformationin the graphis
providedby the presencer absencef clustes of horizon-
tally contiguouspoints. For example,a contiguoussection
of pointsplottedat y = 1 indicatesa sectionof codethat
is unique— a sectionwherethe majority of the pointsare
plottedaty = 1 is alsoa goodindicationof independent-
ly developedcode particularlywhenthevaluesthatarenot
aty = 1 have relatively high y-coordinates.However, the
absencef pointsat y-coordinateonefor an extendedsec-
tion is a good indication of plagiarism. The dominanty-
coordinatein sucha sectionoften indicatesthe numberof
collaboratorsnvolved.



3. The Composite Categorical Patterngram

The categorical patterngrandefinedin the previoussec-
tion shavs the degreeof similarity that exists betweernone
file andtherestof the ensembleof files. Thevisualization
presentedn this section,which we call the compositecat-
egorical patterngam (CCP), showns which particularfiles
aresimilar.

Eachfile is assigneda numberin the range[0,n — 1],
wheren is the numberof files in the ensemble A pointis
plottedat (z,y) if the k-lengthn-grambeginningatz in the
basefile occursoneor moretimesin file y.

Figures5, shavs the CCP for the Toy Files using Toy
File 0 asthebasefile.

Thefollowing noteshighlight someimportantcharacter
istics of the CompositeCateyorical Patterngranm(CCP).

1. Eachof thefiles in the ensemblés assignedh unique
integer value which is usedas a y-coordinatein the
graph.A pointis plottedatthey-coordinateassociated
with the basefile for every characteiin the basefile.
This usuallyappearssahorizontalline.

2. If auniquesequencexistsin the basefile, extending
from charactemumber: to charactemumberj, then
all the pointsplottedin theinterval [i, ( — k)] will be
atthey-coordinateassociatedvith thebasefile.

3. If asequencén thebasdfile intenal [i, (j — k)] match-
esasequencarywherein file m, then(j — k — i + 1)
pointswill be plottedaty-coordinaten in theinterval
[¢,(j — k)]. Thismeanghattherewill bepointsplot-
tedatthe y-coordinateassociatedvith a matchingfile
at the z-coordinatesassociatedvith the matchin the
basefile.

4. If asequencén the basefile matcheamultiple files in
the dataset, then pointswill be plotted at the multi-
ple y-coordinatesassociatedvith the matchingfiles.
Thesepointswill be plotted in the z interval corre-
spondingo thepositionof thematchingn-gramin the
basefile.

4. Creating the Patterngram

A memory-eficient algorithmthat can be usedto pro-
ducethe patterngramand the compositepatterngranuses
a hashfunction to map the n-gramsto integers,andthen
usesa hashtableto recordthe numberof occurrencesnd
file id’s of eachk-lengthn-gramcontainedn theensemble.
Becausea stringtableis usedto hold all thefilesin memory
the memoryrequirementor the hashtableis independen-
t of k, andthe total memoryrequirements proportionalto
n, wheren is thetotal numberof charactersn all thefiles.

Additionally, theuseof recursie hashingby cyclic polyno-
mials[4], providesaconstanhashingimeregardles®f the
sizeof k. In practicewe have found the memoryrequire-
mentfor thealgorithmsto beapproximatelytentimeslarger
than the memoryrequiredto storeall the files in memo-
ry. Usingthis algorithm,anaveragePentium-classachine
canproduceall thepatterngram$or programsn anaverage
computerscienceclassin justafew seconds.

5. Pattern Text View

Thepatterntext view providesanadditionalmary-to-one
visualizationfor text files. It formatsthetext from the base
file sothateachcharactethatbeginsanon-uniquesequence
is highlighted eitherusinganunderlinedont or usinganal-
ternative font color. Thetext view hasa simplerelationship
to the patterngram.If the value of the y-coordinatecorre-
spondingo the k-lengthn-grambeginningatthatcharacter
is one, thenthe charactelis not highlighted. If the corre-
spondingy-coordinates greaterthanone,thenthe charac-
teris highlighted. Thus, lettersbeginning uniquen-grams
aredistinctfrom lettersbeginningnon-uniquen-grams.

6. Changing Variable Names

Sometimestudentswill changethe variablenamesn a
programin anattemptto maskplagiarizedcode. This tech-
niquewill reducethe efficacy of the patterngramshut will
not eliminateit altogether However, the effects of vari-
able namechangescan be defeatedthroughthe insertion
of asimplepreprocessingtepknown astokenization The
tokenizationcorvertsall the alphanumericstringsin a pro-
graminto single characters.The specialcharactersyhich
include everythingotherthanthe alphanumericharacters,
are left unafected. This produceshreeeffects. The first
is that two files that containthe sameprogramswith dif-
ferentvariablenameswill produceidentical patterngrams.
The secondeffect is a reductionin the size of the dataset.
Thethird effectis thatthe ensemblébecomesnorehomo-
geneoussoanincreasen k will probablybejustified. The
resultsof our casestudyseemto indicatethatthis transfor
mationhaslittle adwverseeffectonthevisualizationsandhas
all the positive effectsdescribed.

7. A Case Study

A casestudywasperformedo seeif thesevisualization
methodscould be successfullyappliedin a classroonsitu-
ation. The studentshadbeenprovidedwith a smallsample
programandasledto expandit. The sampleprogramcon-
tainedapproximately30 lines of code. The averagecom-
pletedprogramwaslessthan150lines. Studentsubmitted



their programsvia email, and eachprogramreceved was Supmsson mmber 23 (10,
assigned sequentiasubmissiomumber ‘ ‘ ‘

7.1. Typical Graphs | | ! o H

Figure 6 shaws the patterngramk = 10) for submis-
sionnumber23. Themajority of thepointsareplottedat y-
coordinateone,indicatingthatmostof theten-charactese-
guencesn this file areuniqueto this file. Thereareanum- \ N [ \
ber of pointsplottedat y-coordinatetwo, but thesearerel- A m
atively evenly distributed. Becausen-gramsthatoccurfre- O R N N T T 1
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quentlyarenot of interesthere,all pointswith (y >= 10) 1 00 O T |
areplottedat (y = 10). This providesa bettervisualiza- or ‘ ‘ ‘ ‘ ‘ ﬂ
tion of the pointsin theinterval 1 to 10, whichis thecritical ’ 1 e g vt

rangein this application. This graphis typical of a graph
associateavith a programthatwaswritten independently
The CCP(k = 10) for submissiomumber23is shawvn
in Figure7. Thesolid horizontalline formedby contiguous
dotsaty = 23 is presenbecausall then-gramsin submis-
sion 23 mustof courseexist in submissior23. CCPswill RN s e
always have a horizontalline of pointsat the y-coordinate . ooty
correspondingo thefile whosen-gramsareusedastheba-
sis for the graph. Figure 7 also shavs a large numberof !
pointsplottedin theranger = 0 to x = 500. Thesepoints “
correspondo the charactersn the email messagdeader
The headersontainmary of the samewordsandphrases,
althoughthe headersare not identical. The effectsof the
headersrevisible in all the CCPsin this dataset. There
areotherplacessuchasnearxz = 700, wherea particular f
n-gramfrom submissior23is foundto bepresentn virtual- FiE
ly all of thegraphs.Thesematchesarecausedy common 03‘ .
words or phraseswhich naturally occurin independently ®
developedprogramsor by the sampleprogramthatthe in-
structorprovided. Color hasbeenaddedto thethe displays Figure 7. CCP of Submission 23
to distinguishbetweenthe basefile (blue), the infrequent-
ly matchedn-grams(red),andfrequentlymatchedn-grams
(green). Supmsson number 45 (101

Figure 6. Patterngram of Submission 23
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Figures8 and 9 shav the CP and CCP for submission

number45. This programis nearlyidenticalto submission
numberd4, which wassubmittedby a differentauthor The
nearlysolid linesin the CCPfrom nearxz = 1500 to near I b o

z = 2500 area clearindication that the code sectionsof . I LI I
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While the plagiarismin Figures8 and9 is quite blatan- (10 11 TONAVINEY T Y I
t, severalmore subtleinstanceof plagiarism,suchasthat rIIIIIIIII\ (il ]
shavn in Figure10 werealsodetected. of p
To further investigatethe efficagy of this approachwe N-gram siaring charactr
conducteda numberof experimentsin which we tried to
copy aprogramfrom the original submissionsainddisguise Figure 8. Patterngram of Submission 45

its presence We madecopiesandchangedall thevariable
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Figure 9. CCP of Submission 45
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Figure 10. CCP of Submission 22

nameswe madecopiesandreversedall thelines,we even
copiedasfew asfive linesfrom oneprogramto another All
of theseattemptswerevisible in our graphs.

8. Status and Future Directions

We have incorporatedall the visualizationgpresentedn
this paperinto CHITRA, a Unix-basedtool originally de-
signedto analyzecomputerand network performanceda-
ta and, morerecently into aninteractie tool called Same
which runs under Windows98 or WindowsNT. For more
information, or to downloadthis software, visit http://lasi-
/lynchhurg.edu/ribletr/public/same.

We are currently investigating other applicationsin
which the patterngramsanight be useful. Theseinclude
softwareconfigurationmanagemenfvisualizinghow afile
changesacrossversions),geneticalgorithms (visualizing
how a populationof genescorverge),andcomputermperfor
manceanalysis(detectingandidentifying cyclic behavior).
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